26 5 Vol. 26 No. 5

2003 5 CHINESE JOURNAL OF COMPU TERS May 2003
1) 2) 3)
? 730070)
? 315211)
? 100084)
TP391

Digital Image Information Hiding Technology Based on Iterative Blending
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Abstract  The digita image blending isintroduced , and the sngle iterative digital image blending and
multiple iterative digital image blending arefirstly proposed. With the digital image iterative blending,
new kindsof digita image information hiding schemes are presented. Firgtly , with the sngleiterative
image blending , a secret image can be hidden in one carrier image , a slf-adgptive image hiding a go-
rithm isobtained. The carrier image and the blending parameter can act as the private keys. But , if a
malicious attacker get the carrier image and the blending image, it istotaly possble for him to recover
the secret image. S0 authors developed the multiple iterative image blending , with which a secret im-
age can be hidden in one carrier image through many images. An image hiding agorithm isobtained.
The blending images and the blending parameters and the sequences of the images blended can act as
the private keys. It isimposdblefor an attacker to get al the blending images and the blending param-
eters, even if the attacker get al the blending images and parameters, he ill can not recover the s
cret image due to the lack of the processes of the blending. Furthermore, the sngle iterative image
blending scheme and the multiple iterative image blending scheme can be used together , which could
much more enhance the security and robustness of the hidden image. In order to even more enhance
the security and robustnessof the hidden image , the scrambling technology can be used as pre-process
and post-process of digital image information hiding. The examples show that the schemes can be ex-
pediently realized and they are robust in ome extent. The techniques a $ can be used in digital water-
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marking and other digital gpplication areas.

Keywords digital image;information hiding;blending;iteration;digital watermarking

371
1 1
Internet ,
2
[} Fi,j, I {1|2| 1M}|j {1121
, : N}, , M x N
2, F G M x N
) “ " a 0=a <1 S
) F G a , 0 1
’ F y G
1 1
1 EEMER(e=0.5)
a 1
8l E , S F, a
S 0 , S G.
1 . N[ ] %
= FoEy L N
RMSE—[MNi_ jZ F(iLj) - s(iLj) ] , F G «
2) S=0F+(1-0a) G, a 1 ,
' ) F S S F, F, G
PSNR(Peak Sgna-to-Noise Ratio) '
M x N x 2552 g = =>-UF (4)
PSNR = 10logy ™ N o o 1-a
Z (FCivp) - sCiyi))
it & 3
(3)
PSNR , ’
1 1 ’ 2 (
1 )

24 © 1995-2003 Tsinghua Tongfang Optical Disc Co., Ltd. All rights reserved.



571

80 30
60 4 .
0
& <
2] 4
§ 40 i <§
2o | Z10 J
0 L 0
0 0.5 1.0 0 0.5 1.0
o (2) BEEBRHFTMIRE 6 (b)) ERBRH FIRREE
40 1 40
= =
}2 1)
20 ] 20
0 0
0 0.5 1.0 0 0.5 1.0
() 8k EH| PSNR (d) #E E 1§ PSNR
B2 EARKEEKRMWERSEEGSHNVXE
2 , 1,
, , 2. F G M X N
: , Aai|0=a; =1,i=1,2, ,n} n
1, ) F G g S =01 F
, , +(1-0ay) G, F S o, =
, O,F+(1-0,) S, Shn=0,F+ (1-
y an) Sn—ly Sn F G ai
, 3 n )
1. F G {a;]0=x; <1,
i=1,2, ,n} n S

S:(an"'an-an"'an-ZBﬁn-l"' +
APBPn1 B2 F+BRn1 BB1G (5
Bi=(1-a),i=1,2, ,n.

0 - s : - 1. a;=0,= =0,=0 ,S=(1-B")F

0 0.2 0.4 0.6 0.8 1.0
« +B"'c, B=(@1-a).
A3 BREREAHA . (7)
) : Sz(xn"'an-]Bn"'an-ZBBn»l"' +uBBn-l BZ)F+
; BBn1 BB1G

: =@ +B +dB + +oB B)F+B Bo
=a(1+B +B%*+ +B"HF+B"G

' ' =0 Jl;_%F+BnG

=(1-B") F+B"G

2. F G {oi]0=0; <1,i =
1,2, .o} n Sh, ai(i=12, ,n
, Sh
F,
’ lims, = F 6

© 1995-2003 Tsinghua Tongfang Optical Disc Co., Ltd. All rights reserved.



572 2003
) ®
Sh :(an"'an-pn +qn-ﬁﬁn-1+ *‘aﬁﬁn-l BZ) F+
BBn1 BB1G @

Ont0n. Brt0n. BRo-1+ +0OPBPr 1 B2+BRn-1 BB:
20,40, Bo+0, BRoat +BBa1 Bt

BBn-1 B201+By)

=0, +0,. Bo+0,. BRo.1+ +BBn-1 B2BRa-1 B2

= =0,+0,.1=1
(7)
Sn = (1-BBn1 BB F+BPRn1 BP1G
(8)
, 0O<a;<1,
i=1,2, ,n, 0<Bi<1,i=1,2, ,n,
BBn-1 BP:1 -0, BBn-1 BB1<Bn 1
Bn.2 BB (1-BBnz B2B1) >(1-Bns
Bn.2 BB, , (8)
2
1.

Input F, G, S= G

Get a blending parametera;, 0<0; <1
Bi=1-0,
S=a;F+B;S

While RMSE(S, F) > ddta

Cet a blending parametera; , 0<0; <1

Bi=1-aq
S =a;F+B;s
End while
B=BB, Bra=1-B
Output S, a
. delta
(4)
4
) 1 2 3
. 1
1

0.8 24.9614 14. 4036 45.1228 1.4138
0.7 35.4190 4.3211 34.5148 4.7951
0.6 43.3778 1.7284 26.3956 12.2112

A B

P 5 BE{CTE 015 M e

3.

M x N
n}

a3 G,

(1_a2) S.l.!
Sn-11

24 © 1995-2003 Tsinghua Tongfang Optical Disc Co., Ltd. All rights reserved.

F1

Fi,i =1,2,
|{a
G (o8}
S
Sh

T Segr = fan =10, 6)
, n G
lo=a <1,i=1,2, |,
S =0, F +(1-
a, S =0, F+

Sp=0,F,+ (1-0y,)
G



5 : 573

Fi,i=1,2, ,n n . Get blending parameter O
1. 3 S=a; *F+ (14 S
End for
. Output S
SnzanFn"'BIQn—an—l"' +Ban—1 Bn—i+lan—i
Fo-i* Iput F, S, alpha={a, 8,, O}
(9) G=S
Bi=(1-a;),i=1,2, ,n. Fori=ntoldo
3 (9). Input F;

Get blending parameter O ;

2. a1=a2% =a,=d ' G=(G-a;FR)/ (1-ay)
Sh=0 (Fa+BFa.1+ +B'Fo. i+ +B"1F) +B"G End for

(10) Output G

B=(1-0). ’
n n
’ , 6 ,
N ' couple agirl lena , 6
couple irl ,
5 p g ;

Input G, alpha={0; 0,, 0.}
s=G ’
For i=1to ndo
Ir‘put Fi

B 6 ZUERER G =0.9q =0,85)

B 7 WEAWEIERS R =0 %e=08

b © 1995-2003 Tsinghua Tongfang Optical Disc Co., Ltd. All rights reserved.



574

2003

[7.9]

[10]

1 Bender W, Gruhl D, Morimoto N, Lu A. Techniques for data
hiding. IBM SysemJournd , 1996, 35(3 ,4) :313 335

2 Petitoolas FA G, Anderoon RJ, Kuhn M G. Information Hiding
A Survey. Proceedingsof IEEE, 1999, 87(7) :1062 1078

3 SuZhong-Min, Lin Xing-Liang. The arhitrary share of visud se
crets. Chinese Journd of Computers, 1996,19(4) : 293 299(in
Chinese)

ZHANG GurCang, born in 1964,
Ph.D. , asociate profesor. His research
interests include mainly computer greph-
ics, CAGD, image engineering, digta

watermarking.

.
VN

WANG RangDing, Ph. D. candidate, asciate profes

( :
(4) :293 299)
4 Ding We , Qi Dong-Xu. Digitd image trandormation and infor-

,1996 ,19

mation hiding and disguisng technology. Chinese Journa of Conr
puters, 1998 ,21(9) :838 843(in Chines)
( ,

,1998 ,21(9) :838 843)

5 Wang Dao-Shun, Yang Lu. Visud hiding scheme usng one secret
image. Chinese Journd of Computers, 2000,23(9) :943 948(in
Chinese)

( , . . ,
2000,23(9) :943 948)

6 Wang Dao-Shun, Qi Dong-Xu. A new hiding schemeof digitd im-
age. Chinese Journd of Computers, 2000,23(9) : 949 952 (in
Chinese)

( , . . ,
2000,23(9) :949 952)

7 Ding Wei, Yan We-Qi, Qi Dong Xu. Digitd image information
hiding technology and its gpplication based on scrambling and amal-
gamation. Journa of Image and Graphics, 2000,5(8) :644 649
(in Chinese)

( , ,
. ,2000 ,5(8) :644 649)

8 Zhang YwlJin. Image Engineering (1) : Image Processing and
Andyss. Beijing: Tsnghua Universty Press, 1999 (in Chinese)
( . « )—

,1999)
9 Qi Dong Xu. Fractd and Its Generation by Computer. Beijing:
Sience Press, 1994 (in Chinese)
( . . : ,1994)

10 Zhang Gui-Cang, Zhang Ywldin. A new imagehiding scheme
based on blending in DCT domain. Proceedings of SPIE, 2002,
4875:141 145

or,. His research interests include digital watermarking, and
audio recognition.

ZHANG YuJin ,Ph.D. , profesor at Department of Hec
tronic Engineering at Tanghua Univerdty , Bejing, China. His
research interestsinclude mainly image processng, image anay-
dgsand image understanding , as well as their goplications.

© 1995-2003 Tsinghua Tongfang Optical Disc Co., Ltd. All rights reserved.



